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The pace of scientifically driven change across key sectors is accelerating. Many of these evolving ` 
technologies interact and may also be interdependent. The rate and Impact of technological advances 
and interactions are often misunderstood or underestimated. Organizations—faced with time, money > 
and people constraints—will struggle to make effective planning and investment decisions. Meant as a 
backdrop for CSE senior decision makers, this paper aims to rovide insights into the interconnected 
nature of key technology, economic and societal trends across a range of sectors. While these “mega 
trends” have been considered in the context of Canada’ cryptologic m ssion, other departments and 
agencies are also likely to be affected by their introduction, adoption and evolution. 


Introduction 


The future will continue to be shaped f 
societal decisions, demographics, as we i 


b ms il and innovation (e.g. 

f mer’s boom (1980/1990s), Gen X’s 
future where the next anticipated cycle will be 

nically rich environment, have the potential to 


e 

e n Economy Toward Knowledge-Based Sectors; 

e The Advent of Blockch hnology and Cryptocurrency; 

©The Fourth Industria fi ution, including Artificial Intelligence; 

e The Rise of Millennials and Aging Boomers; 

The “New Normal” of Ubiquitous Encryption; and 

PRO Or rel The Rise of Quantum-Related Technologies. 

The preferred news headlines ania T at the end of each section are illustrative only and do not 
represent current or bree policy outcomes. 
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Trend 1: The Coexistence of Security, Privacy and Trust for On-line Activity 

DE; | OBS Acr 
Renewed dialogue on privacy and security has been spurred by recognition of the vulnerability of on-line 
communications. Increasingly, mainstream media is reporting on cyber threat activities directed against 
individuals, governments and critical infrastructure. Unauthorized disclosures of intelligence activities, 
private sector monitoring, leaks of personal information through corporate data breaches, identity and 
intellectual property theft, ransomware and other cybercrimes have all contributed to a growing public 
consciousness of the need for cyber security. This growing awareness has also been driven by the 
widespread adoption by Canadians of digital and increasingly connected technologies. The ubiquity and ” 
capacity of technology have created an environment where vast amounts of personal and otherwise 
valuable corporate data and intellectual property are, by defáú stored on-line. 


Various aspects of personal security are becoming moré mainstream concepts and increasingly 
accessible through on-line services and application line anonymity is achieved when one’s real 
identity remains hidden, for example, by using The Onion Router (TOR) or low attribution networks, 
obfuscating IP addresses, or paying for on-line services:with a cryptocurrency (e.g.,Bitcoin). On-line 
privacy is achieved by having the means to protect activity, information and data, anc d preen it from 
being accessed by others; this can be aci i 


d jow national security and privacy can co-exist, and 
o, yu users, communications service providers and government 


rule of law should continue to be relied upon to regulate the actions of the state in circumstances where 
the privacy of individuals may be implicated, despite the fact that technology is having a disruptive 
influence on this delicate. bal . We need to find ways in which technology can address the privacy 
concerns of the individual without pre-empting the ability of the state to enforce public safety interests, 
where and as appropriate. - 

OF 
However, security, privacy and trust of the entire community make the technical expertise that can be 
offered by federal organizations of value In establishing privacy and information security mechanisms 
that are also technically trustworthy froma cyber-security perspective. The public will look to the 
government to play a oe in defining standards and building trust in the technology that underpins 
society and commerce. La Lo, 


Preferred news headline: “Government of Canada systems ranked best in world for the privacy 
protection of citizens’ information.” 


3103(18/09) 


_ curious emerging trend (Japan, Sweden, and Denmark) is Nega 


Pp i Draft // For Official Use Only 
Ve). ! 


Trend 2: The Evolution of Knowledgeriaiee $28 
OU n ON na EN 
Canada’s natural resources and energy sectors have been challenged by the recent global recession. The 
impact of low oil prices can be seen at a macro level through production cutbacks and revenue loss, 
currency fluctuations and debt levels, and felt among some Canadians through greater personal debt, a 
higher cost of living, flat wages, and growing challenges in repaying loans and mortgages currently 
estimated at a collective C$107B. 


On the broader financial front, Standard & Poor's Index (S&P) in the US and the TSX in Canada are at the 
same levels as early 2014. While some economists push for govern ent-sponsored stimulus injections, 
others are cautioning that markets would benefit by remaini for the next decade. Among 
Anterest Rate Policies (NIRP), or 
savings accounts that charge interest and present the potential to distort the financial system, prompt 
individuals to hoard cash and deal unexpected cons ences for the economy. 


Looking ahead, world economies that have thrived: Boece áis] on the extiiiction, transformation 


information technology and operation echinology toron, fina cial technologies (FinTech), through 
automation, innovation, living ea cities init sveraging clean renewable sources of 


energy. & “Toy 10, Se 


and individuals will 

rty belonging to others with a view to 
This information, most of which will exist 
be a highly valuable commodity. Its storage will 


Trend 3: The dvent of Blockchain ` echnology and Cryptocurrency 


Payment processing etween a payer several middie institutions and a recipient has always represented 
a significant source of reve es he financial and banking systems. But despite an estimate of $1.7T 
(trillion) in revenues these systems are considered highly inefficient due to heavy regulations, complex 
governance models, the num f parties involved, transaction delays, and the rising cost of integrating 
technology in a centuries-old system. Such inefficiencies have enabled the rapid rise of financial 


technologies (FinTech). Pp 


FinTech is á disruptive and collective line of business featuring companies that use blockchain (BC) 
software to provide financial services via a distributed ledger that maintains a linear, chronological and 
continuously growing list of data records (blocks) where each block contains information about a 
transaction and a timestamp linking it to a previous one. Blockchain is designed to record digital 
transactions in a way that is secure (encryption), reliable, available, distributed, transparent, immutable, 
irrevocable, auditable, and efficient. Blockchain technology allows people (and.machines) who don’t 
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know each other to trust a shared record of events anywhere, anytime. The best known use of 
blockchain technology is cryptocurrencies, such as Bitcoin, Ether and LiteCoin and applications that 


able peer-to-peer lendin y ` Ac) 
en peer-to-p g. OU Dg Ey r ACy 


Global FinTech investment has already surpassed $128, with 42 of the world’s largest banks in consortia 
to design and build blockchain solutions. FinTech is not only eroding banks’ market shares, but 
positioning to be the backbone of all transaction-based industries. By simplifying business models, 
improving efficiency and reducing costs other industries have started to adopt the technology: NASDAQ 
market exchange pilot, IBM and Samsung proof-of-concept which demonstrate how blockchain can 
support Internet of Things (loT) applications, transactions processing ; and how it can foster coordination 
among multiple devices. : 


22 


it is estimated that by 2025, 10% of global GDP will be stored:ôn 4 blockchain network. While some 
countries may prohibit the use of blockchain-based cryptocurrencies, China is looking to establish one 
for routine commerce. Blockchain has much to offer toother industries including retail, supply chains, 
accounting and auditing, government services, digital identities, health records, electoral systems, real 
estate and land titles, loT communications, smart cities, and the protection ofi ritical infrastructures 
against cyber attacks. Perhaps one of the key challe gës as stated earlier, is that blockchain could allow 
individuals to function outside an environment govern wok poli Bs Given such challenges, a non-profit 
demonstrating that users should be 
eping it locked away inside private 
stablishing a trustworthy digital 


; with adoption of new secure, 
7? £ SINE Sesh 


AIR and these technologies will build on and amplify one anoir to 
1 development and growth. 


We are just at the oF tn 
allow for exponential innov 


The future of artificial intelligence (Al) can be broken down into three main categories: 1) Narrow 
Intelligence which seeks to execute specialized tasks such as speech recognition, conversation platforms 
(chatbots) the execution of specific tasks from managing calendars to controlling loT devices, etc. 
Current examples include virtual private assistant such as Siri, Cortana, Alexa, Viv and Now; 2) Artificial 
General Intelligence or Al that’s at least as intellectually capable as a human which aims to replicate 
many aspects of human cognition (2030-2040); and 3) Artificial Super Intelligence, the singularity or Al 
that is smarter than any human (2045-2060). Known for its performances on the television game show 
Jeopardy!, |BM’s Al platform Watson has recently been ‘hired’ by the law firm Baker & Hostetler to 
handle their bankruptcy practice. Built. on !BM’s cognitive computer, the Watson Ross program is 
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considered to be the world’s first Al attorney. IBM has also partnered with Softbank to explore the use 
of robot assistants in retail stores across the US. Other robotic initiatives include: the use of robot 
assistants to provide product information in Nestle cafés in Japan; and Lowe’s and Best Buy in the US 
have robots that bring merchandise to customers who make a request via a touch screen. These 
examples show robotics with advanced machine decision making used in domains, until now, eius Hat I 
run by humans. Along those lines, the World Economic Forum (WEF) speaks to the possibility of Al 
sitting on a corporate board of directors within the next decade. SUp l 

Alby” gs A 
Ubiquitous cognitive technologies (CT) will play an increasing crucial role by leveraging: machine ' 
learning (systems that can improve their performance without the need to follow programmed `} 
instructions); and natural language processing (machines that can process text, extract meaning and 
generating text like a human, as well as speech recognition, and é ability to automatically and 
accurately transcribe speech). Successfully integrating CT will improve core functionality, automation 
and the ability to generate new knowledge. CT may well help in fulfilling the 1.5 million open cyber 
security jobs projected to be required by 2020 by which time we can expect the majority of the world’s 
largest enterprise software companies to feature integrated CT. 


3 


The digita! world is increasingly bleeding into the physical world. meet and. virtual reality are 
taking lessons from the gaming industry and applying them to business (e.g., training: and education, 

data visualization, healthcare diagnastics,product demos, remo’ assistance, etc.). Digital can also now 
transition to the physical world through ia j se of additive manufacturing (i.e. 3D-4D printing). This 


res and smart cities projects to address relevant 
will be the biggest commodity and information 
Ives. A negative downside to seamless interoperability is 
rms.used in distributed denial of service (DDoS) attacks 
tal é services. According to media reports, the heaviest 
ined investments. in loT technologies are made by China, India, Singapore and South 


services, and aim ó through 6 
business, consumer and public r need 
will be more valuable than the devic 


The aptieationts ach SS a range of disciplines are exciting and promise to bring profound change. The 
biotechnology, genetics ia and augmented humans technology cluster spans wide and deep as research 
and development are expected to drastically change how we define humanity. With novel objectives of 
increasing quality of life and life expectancy through genome editing, these technologies will have a 
significant impact on physica and cognitive capabilities and human-machine divide. 

OF 
That said, new technologies will bring new actors. These include state-run laboratories, corporate 
invéstors, DIY maker groups, terrorists disorganized criminals that are competing to harness and 
leverage these technologies in pursuit of their interests. As a case in point, in order to drive China’s 
future economic development their latest five-year plan (2016-2020) calls for investments in the order 
of USS40B on science and about USS$35B in basic research. Priority areas include: neuroscience, genetic 
research, quantum communications and computation, clean energy sources, industrial, medical and 
military robots. ` A Ln 
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The broader risk implications from these technologies are manyifa increased susceptibility to 
cyber-attacks, difficulty in ascertaining attribution, facilitation of advances in foreign weapon (including 
biological and chemical) and intelligence systems, Ai done wrong and related liability issues, breakdown 
of trust between individuals, the threat of unemployment, and the ability of policy and regulation to 


keep up. : Lo D ac, 
ima "Sup IP Cp 


In the previous three industrial revolutions, human development advancements were likewise profound, 
but they also precipitated violent transfers of power. As noted in the World Economic Forum's report on 
this trend, “Technological innovation will continue to influence how conflicts arise, who fights them, 
where they are fought and how they are settled. Breakthroughs in a range of technologies — from 
robotics to nanotechnology, artificial intelligence, genome sequencing, human advancements or meta ° 
materials — could destabilize security and shift balances of po 


Millennials are considered the world's 
of the global population and soon to 


others, from t e culture of meetings and potentially distracting open-concept offices. 


Going forward, perhába the most palpable sign of change is the Millennials’ ability to impose new rules 
for the development and use of te hnologies that enable a transition towards a sharing economy. The 
best disruptive example is Uber which completely revolutionized the personal transportation industry. 
But if past events are a sign of ones to come, it is highly likely that even Uber will be forced to adapt its 
services with the introduction of autonomous vehicles. In the end, Millennials will be the architects of 
social, political and technological disruption, and organizations must not only prepare to adapt, but also 
to attract, hire and retain the wired generation that will innovate to shape our future. 
Li: news headjine: “Canada’s public service riding innovation wave as top employer for 
Millennials.” ç es 
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Encryption products are being adopted at a profound rate and TREE Eois that deal with security, 
privacy and trust. Their rapid development and implementation come in the wake of increasing 4 
discussion about privacy protection in the wake of leaks by private sector players or media reporting D4 Op 
about government security and intelligence activities. The recent Apple-FBl imbroglio has transformed 
the privacy debate into an industry vs. government standoff. In March 2016, several technology 
companies including Amazon, Airbnb, Cisco, eBay, Facebook, Google, LinkedIn, Microsoft, and Twitter 
came together to publically support Apple in its ongoing encryption dispute with the FBI, seen as a proxy 
for intrusive state security actors. Privacy advocates and experts alike have publicly committed to 
develop encryption products that can secure information and sty iost nation state collection 
capabilities. Most services have already integrated some level of cryptographic features aimed at 
enhancing security and privacy, usually baked-in, transparent an simple to use, with end-to-end (e2e) 
encryption now the norm for communications (messaging services, voice, video-conferencing, cloud 
services, blockchain technology and cryptocurrencies), 


Trend 6: The “New Normal” of Ubiquitous ms 


or proprietary standards, The science behind 
and tested, and is usually; considered to be 

Ic i however, products aré more likely to be 
mere components and to have less robust 


But encryption is a complex task, based either o 
pen! encryption standards has been publicly develo 


implementing all aspects of a secure, end-to-e 
friendliness, time-to-market and weak implementa‘ 


Preferred news headline: “On- ne commerce on the rise due to increased consumer confidence that 
transactions are pr ate, secure, ahd trustworthy.” 


Trend 7: The Rise dst Related Technologies 


At the heart of technology is the design and creation of machines. Machines must obey the laws of 
physics, until recently the predominant underlying theoretical foundation for virtually all of technology. 
But in the late 20th century, the miniaturization of computers began to produce devices whose physical 
size approaches that of individual molecules. To understand the behaviour of these devices, engineers 
have turned to the theory of quantum physics to explain the bizarre and counter-intuitive results of 
physics experiments involving extremely tiny systems and discovered that machines could be built to 
perform operations that were considered impossible in the classical sense. Emerging quantum 
technologies—including quantum computers (QC), quantum cryptography (Q Crypt), 
quantum-resistant cryptography (QR Crypt), quantum key distribution (QKD), and quantum 
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communications — each exploit quantum physics to provide more power and uttlity than classical 

technology. This new class of technologies is rapidly Povina from the domain ipsa research into 

the world of commercial technological applicatio, E Acy 
Sochaí don 


Canada is home to many of the world’s most respected reaa and institutions in the quaritum a) 
space, including: The Perimeter Institute for Theoretical Physics; The Institute for Quantum Computing 
(ICQ) at the University of Waterloo; Quantum Valley Investments (QVI); The Institute for Quantum 
Science and Technology at the University of Calgary; The University of Montreal; The Center for 

Quantum Information and Quantum Control (CQIQC) at the University of Toronto; The National 

Research Council (NRC) new National Strategy and Quantum Lab; and Vancouver-based D-Wave 

Systems Inc. and, to some degree, coordinated through the Natura Sciences and Engineering Research 
Council of Canada (NSERC). 


n demonstrated, the biggest 
rypt to secure communications 


Going forward, while limited prototypes of quantum computers hav 
challenge is scalabiity. Companies like Google are inv n 
and directly compete with Canada’s D-Wave offeri hile at the same time developing QR Crypt 
algorithms that can safeguard against future QC bilities (e.g. New Hope algorithm trial). It is 
generally acknowledged that quantum technology is still 10 to 30 years away from: ‘providing the 
breakthroughs that would bring tremendous adva ntages from a security anda financial perspective. 
From another perspective, the advent ef a / ould deliver the computational power to 
break all current i 5 aa schem er most of current ome 


nada experiences reve; brain drain as 5 global guantum experts flock to 
as Ouantú; Kglley.” a FE 7 Ney 


i end Canada's border and influence the international semiiioanit. 
d challenge, further compounded by the interconnectedness and 
inology advances. Significant and sustained leadership, innovation, 
‘required to navigate the complexity of the problem space, Re 
Canada's finite internal capacity. 


interdependence of sev 
partnership and investment w 
accelerated pace of One w 


Follow on a in vile ss Ae mega trends should be conducted to identify and 
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De the level of awareness re Crap aai disruptive technologies; 
e therisksassociated with any related national security implications; and 
e priority areas for further work including strategic assets, technologies and knowledge that will 
provide the foundation for Canada’s future security and prosperity. 
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